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WHAT’S CHANGED?

Known threats

O
rg

an
iz

at
io

na
lr

is
kSSL Encryption

Zero-day exploits / vulnerabilities

Evasive command-and-control

Unknown & polymorphic malware

Mobility threat

THE EVOLUTION OF THE ATTACK



TYPICAL CYBER ATTACK LIFECYCLE
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The prevention opportunity in the attack lifecycle

Vulnerability exploit

Command
& controlMalware installation

Lateral
movement Exploit infiltration

Malware download

East-West

Data exfiltration
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Philosophy for prevention



Preventing attacks

• Network & endpoint
(different views)

• All applications, inc.
cloud & SaaS

• All users & devices,
inc. all locations

• Encrypted traffic

Complete visibility Reduce attack
surface area

• Enable business apps
• Block “bad” apps
• Limit app functions
• Limit high risk

websites and content
• Require multi-factor

authentication

Prevent all known
threats

• Exploits
• Malware
• Command & control
• Malicious & phishing

websites
• Bad domains

• Unknown malware
• Zero-day exploits
• Custom attack

behavior

Detect & prevent
new threats



A Different Way of thinking when it comes to security…
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“Security as a business enabler vs. a business inhibitor.”

Application Enablement ensures
full business benefits while
minimizing the security risks.

Application Prevention forces organizations to either
completely block or unsafely allow modern
applications



Ports and protocols have lost their meaning
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DNS Tunneling
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SEEK FIRST TO UNDERSTAND
THE POWER OF CONTEXT

• Classify all traffic to app level
even encrypted traffic

• Determine who (users)

• Continually update this
understanding

includes content inspection
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Then enforce
Better decisions based on full situational awareness

• a positive enforcement model

• stepwise refinement

• systematic management of unknown

document xfer

Fred (finance group)

Enforce

other context

Allow

Deny

Allow, but:

Fully Understand (Enables)+

or

or

scan for threats
block files

per schedule
etc.
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Location, Location, Location
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Location, Location, Location



REQUIREMENTS FOR THE FUTURE

• DETECT AND PREVENT THREATS AT EVERY POINT ACROSS THE ORGANIZATION

At the internet
edge

Between
employees and
devices within

the LAN

At the data
center edge, and

between VM’s

At the (mobile)
device

Cloud

Within private,
public and

hybrid clouds



Security platform for all stages of the attack lifecycle

 Prevention-focused at all stages of
the attack lifecycle

 Tightly integrated and automated to
continuously increase prevention
rates

 Applies to all applications, all users,
all devices, all of the time



Not all firewalls are created equal



Not all firewalls are created equal



Partial visibility - broader context = flawed
conclusions



IMDLPIPS ProxyURLAV

Internet/WAN

An Accidental Architecture
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Organizational
Network

UTM

SECURITY EVOLUTION TO-DATE



A fundamentally different architecture

Port
Classification

Application
Classification

FilterFilter

+
File
Classification

FilterFilter

+
Threat
Matching

FilterFilter
+

etc.
User
L1-4

User
L1-4

User
L1-4

UTM : Sequential Filtering

?

Full
Classification

NGFW Single Pass

Done
? Application

User
L1-4

Full
Enforcement



Safe Applications Enablement – control each application
independently
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Web-browsing

Cloud Backup

Web Mail

Ms SharePoint

Block all file types

Allow all file types

Block all web mail like
applications

Block only EXE files



Safe Applications Enablement – control each application
independently
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Quite simple configuration in
NGFW

Different
File Blocking
Profiles

Let’s check if we can get
the same configuration and
how easy it is to setup such

requirements using UTM or L4
base firewalls



Safe Applications Enablement – control each application
independently
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TCP
80/443

TCP
80/443

TCP
80/443
TCP

80/443

L3/L4
Policy



Safe Applications Enablement – control each application
independently
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TCP
80/443

L3/L4
Policy



Safe Applications Enablement – control each application
independently
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TCP
80/443

L3/L4
Policy

Application
Policy



TCP
80/443

Safe Applications Enablement – control each application
independently
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L3/L4
Policy

Application
Policy

 ?

 ?

 ?

 ?



Safe Applications Enablement – control each application
independently
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L3/L4
Policy

Application
Policy

 ?

 ?

 ?

 ?











Safe Applications Enablement – control each application
independently

32 |  ©2012, Palo Alto Networks. Confidential and Proprietary.

L3/L4
Policy

Application
Policy

 ?

 ?

 ?







File Filtering DLP

TCP
80/443

 ?

 ?

 ?







Not possible to do Content
Filtering (AV, IPS, File, DLP)
in the application context



Safe Applications Enablement – control each application
independently
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L3/L4
Policy

Application
Policy

File Filtering DLP

 ?

 ?





TCP
80/443



Safe Applications Enablement – control each application
independently
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Application
Policy

File Filtering DLP

TCP
80/443



Safe Applications Enablement – control each application
independently
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Application
Policy

File Filtering DLP

TCP
80/443



Safe Applications Enablement – control each application
independently
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We wanted to have this This is what we got
Please note that

Safe Application Enablement
is not only about File Blocking

It is about ALL content filtering features in
Application Context such as:

IPS, AV, anti-spyware, URL filtering,
DLP, zero-day attacks protection



Unconventional attack vectors
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Exploit Executable



Executable Programs
Carry Out Malicious

Activity

Weaponized Data
Files & Content
Subvert Normal

Applications

MalwareExploits =



Block the Core Techniques – Not the Individual Attacks

Number of New Variants Each Year

Individual Attacks

Software Vulnerability Exploits
Thousands of new vulnerabilities and exploits

1,000s
Core Techniques

Exploitation Techniques
Only two to four new exploit techniques

2-4

Malware
Millions of new malware variations

1,000,000s
Malware Techniques

Tens of new malware sub-techniques

~10s



Exploit Techniques

Begin
Malicious
Activitiy

Normal Application
Execution

Heap
Spray

DEP
Circumvention

Utilizing
OS Function

Gaps Are
Vulnerabilities

 Activate key logger
 Steal critical data
 More…

Exploit Attack

2. PDF is opened and exploit
techniques are set in motion to
exploit vulnerability in Acrobat
Reader.

1. Exploit attempt contained in a PDF
sent by “known” entity.

3. Exploit evades AV and drops a
malware payload onto the target.

4. Malware evades AV, runs in
memory.



Prevention of One Technique in the Chain will Block the Entire Attack

Exploit Prevention Case Study
Unknown Exploits Utilize Known Techniques

DLL
Security

IE Zero Day
CVE-2013-3893 Heap Spray DEP

Circumvention UASLR ROP/Utilizing
OS Function

ROP Mitigation/
DLL Security

Adobe Reader
CVE-2013-3346 Heap Spray

Memory Limit
Heap Spray
Check  and
Shellcode

Preallocation

DEP
Circumvention UASLR Utilizing

OS Function
DLL

Security

Adobe Flash
CVE-2015-
3010/0311

ROP ROP
Mitigation JiT Spray J01 Utilizing

OS Function
DLL

Security

Memory
Limit Heap

Spray Check



Multi-Method Malware Prevention
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Admin
Override
Policies

Cloud
Inspection &

Analysis
Execution

Restrictions
Trusted

Publisher

Static
Analysis via

Machine
Learning

Static Analysis Prevents Malware Variants that
Have Never Been Seen Before



The Most Comprehensive Approach to Endpoint Protection

20+ Exploit
Prevention
Modules

Local Hash
Management

Execution
Restrictions

Cloud
Integration

Malware
Prevention Modules






Executable

Exploit



Utilization of
OS functions JIT Heap Spray Child Process

Unsigned
Executable

Restricted
Location

Admin Pre-Set
Verdicts

Cloud Known
Verdict

On Demand
Inspection

Injection Attempts
Blockage

Malware Protection

Endpoint Kill-Points Through the Attack Life Cycle

Delivery Exploitation Download and Execute

Execution
Restriction 1

Execution
Restriction 2

Execution
Restriction 3

Local Verdict
Check

Cloud Verdict
Check

Cloud
Inspection

Malicious

Thread Injection

Intelligence
and

Emulation

Exploit Protection

Advanced
Execution

Control

Malicious
Behavior
Protection

Memory Corruption

Logic Flaws

44 55 66 77 88 99 1010
Exploitation
Technique 1

Exploitation
Technique 2

Exploitation
Technique 3

11 22 33



There is nothing as likely to succeed as what the
enemy believes you cannot attempt.

Niccolò Machiavelli- The Art of War

Expect the unexpected
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Questions ?
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Thank You


