Next Generation Threat
Prevention

Samer Shbeeb cissp cisaA cCIE, CEH, CHEI

Security Solution Architect

sshbeeb@paloaltonetworks.com




WHAT’'S CHANGED?

THE EVOLUTION OF THE ATTACK

SSL Encryption

Zero-day exploits / vulnerabilities

Evasive command-and-control

Organizational risk




TYPICAL CYBER ATTACK LIFECYCLE

Gather Leverage Execute Control
: . Steal Data
Intelligence Exploit Malware Channel
Plan the Silent Malicious File Malware Data Theft,
Attack Infection Executed Communicates Sabotage,
with Attacker Destruction

Preventive Controls Reactive Controls




The prevention opportunity in the attack lifecycle
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Cyber Security




Cyber Security

10 Years Ago
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Philosophy for prevention
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COMPLETE PREVENT
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Preventing attacks

Complete visibility

Network & endpoint
(different views)

All applications, inc.
cloud & SaaS

All users & devices,
inc. all locations
Encrypted traffic

Reduce attack
surface area

Enable business apps
Block “bad” apps
Limit app functions
Limit high risk
websites and content
Require multi-factor
authentication

Prevent all known
threats

Exploits

Malware

Command & control
Malicious & phishing
websites

Bad domains

Detect & prevent
new threats

Unknown malware
Zero-day exploits
Custom attack
behavior




A Different Way of thinking when it comes to security...

Application Enablement ensures Application Prevention forces organizations to either
full business benefits while completely block or unsafely allow modern
minimizing the security risks. applications
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Ports and protocols have lost their meaning
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DNS Tunneling

{==

Go gle  DNS Tunneling

All Images Videos News Shopping More = Search tcols

About 504.000 results (0,22 seconds)

[FoFl Detecting DNS Tunneling - SANS Institute
hitps:/iwww.sans.orgireading-room/.. /dns/detecting-dns-tunneling-3415... ~

A DNS tunnel can be used for _command and control, data exdfitration or tunneling of.
any intermet profocol (1P} traffl

DNStunnel.de - free DNS tunneling service
nel.de/ *

Yeas, you heard T — ' T used to ... But to allow
DNS tunneling to waork, there has to be & little bit more advanced setup.

DNS Tunnelling - InfoSec Resources

resources. inf fitute.com/s t lling/ =

Mar 25, 2014 - You all know what DNS is, and | don't think any more information is
needad on it. Our Internet world exists due to DNS technology, and

kryo.se: iodine (IP-over-DNS, IPv4 over DNS tunnel)
sade kryo.sefiodine/ =

situations where intarmet

o A [oUg ¥ usable in different

access Is firewalled, but DNS queries are allowed ...

yarrickfiodine: Official git repo for iodine dns tunnel - GitHub
hitps:/igithub.com/yarrickfiodine ~

Officlal git repo for lodine dns tunnel. Contribute to lodine development by creating an
account on GitHub.

Tunneling Data and Commands Over DNS to Bypass .\

5./izeliser.comicZ-dns-tunneling/ ~
== 1 d the use of DNS

h

o 5 take a look at Ron

Bowes's tool dnscat2, whicl tively easy to experiment with ..

DNS Tunneling made easy [splitbrain.org]
.splitbrain.org/blog/2008-11/02-dns_tunneling_made_si

Now 27T hoao oonco Slach, anv traffic throunh the
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SEEK FIRST TO UNDERSTAND
THE POWER OF CONTEXT

Classify all traffic to app level
even encrypted traffic

Determine who (users)
Continually update this

understanding
includes content inspection




Then enforce

Better decisions based on full situational awareness

Fully Understand

S B

\%document xfer

@ Fred (finance group)

other context

Enforce

Allow

or

Deny
or

Allow, but:

scan for threats
block files
per schedule
etc.

(Enables)

l

a positive enforcement model
stepwise refinement

systematic management of unknown
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REQUIREMENTS FOR THE FUTURE

- DETECT AND PREVENT THREATS AT EVERY POINT ACROSS THE ORGANIZATION

At the (mobile) At the internet Between At the data Within private,
device edge employees and center edge, a}nd public and
devices within between VM's hybrid clouds

the LAN




Security platform for all stages of the attack lifecycle

THREAT INTELLIGENCE

cLOUD * Prevention-focused at all stages of

& the attack lifecycle
= Tightly integrated and automated to

continuously increase prevention
rates

AUTOMATED

Applies to all applications, all users,
all devices, all of the time

NATIVELY
%INTEBHMED EXTENSIBLE .

NEXT-GENERATION ADVANCED
FIREWALL ENDPOINT PROTECTION




Not all firewalls are created equal

YOU SHALL NOT PASS!




lIs are created equal

irewa

Not all f




Partial visibility - broader context = flawed
conclusions




SECURITY EVOLUTION TO-DATE

Organizational Internet/WAN
Network

An Accidental Architecture




A fundamentally different architecture

ﬁ\IGFW Single Pass \

Full Full
Classification Enforcement

Threat

File
Classification [l Matching

+ L1-4 +

Application
Port Classification

+

Classification




Safe Applications Enablement - control each application
independently

Web-browsing &&& Block all file types

--‘ d ‘. H
FHiES Allow all file types
o Cloud Backup e

Web Mail

Block all web mail like
applications

& Ms SharePoint A 4 l%: Block only EXE files
SharePoint s SharePo XLS & y
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Safe Applications Enablement - control each application
independently

Let’s check If we can get
the same configuration and
Backup | Lo o | how easy It Is to setup such

en i requirements using UTM or L4
base firewalls
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Safe Applications Enablement - control each application
indenandently

L3/L4
Policy
: |
|
1
|
Cloud I
Backup |
2 d |
1 e l

e TCP
=" 80/443
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Safe Applications Enablement - control each application

independently
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TCP
80/443
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Policy
|




Safe Applications Enablement — control each application

independently
L3/L4 Application
Policy Policy
I |
TCP | |
I |
80/443 |
| |
| |
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Safe Applications Enablement — control each application
independently

L3/L4 Application
Policy Policy
I

&p V2

e
SharePoint

i TCP E L 4
| 80/443 L
: : - M2

30 | ©2012, Palo Alto Networks. Confidential and Proprietary.




Safe Applications Enablement - control each application
independently

L3/L4 Application
Policy Policy
: : (%), M 2 : |
: : N 4 : |
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E E IZI?: |
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Safe Applications Enablement - control each application
independently

L3/L4 Application File Filtering DLP
Policy Policy
o I ? I
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md | )
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g A
ca 0 Not possible to do Content
Filtering (AV, IPS, File, DLP)
.%"ﬁ' in the application context
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Safe Applications Enablement — control each application
independently

L3/L4 Application File Filtering DLP
Policy Policy o
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Safe Applications Enablement - control each application
independently

Application File Filtering DLP
Policy -
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Safe Applications Enablement — control each application
independently

Application File Filtering DLP
Policy
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Please note that
Safe Application Enablement
IS not only about File Blocking

It is about ALL content filtering features in
Application Context such as:

IPS, AV, anti-spyware, URL filtering,
DLP, zero-day attacks protection




Unconventional attack vectors
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Beware of keystroke loggers disguised as
USB phone chargers, FBI warns

Private industry notification comes 15 months after debut of KeySweeper.

E-Cigarette Found To Have Malware
Hard Coded Into Its USB Charger

Chameleon: the Wi-Fi Virus That Hides in
Plain Sight and Spreads Like a Cold

"USBdriveby" Emulates Mouse and Keyboard to
Hijack Computers




Executable

AR

X




Exploits Malware

Weaponized Data
Files & Content

Executable Programs

Carry Out Malicious
Activity

Subvert Normal
Applications




Block the Core Techniques — Not the Individual Attacks

Number of New Variants Each Year

Individual Attacks @ Core Technigques

= 1.000s 2.4

Software Vulnerability Exploits Exploitation Techniques
Thousands of new vulnerabilities and exploits Only two to four new exploit techniques
1,000,000s ~10s
Malware Malware Techniques

Millions of new malware variations Tens of new malware sub-techniques




Exploit Techniques

Exploit Attack
1.

DEP
Circumvention

Exploit attempt contained in a PDF

sent by “known” entity. Begin

. PDF is opened and exploit Malicious
techniques are set in motion to .o
exploit vulnerability in Acrobat Activitly

Reader.

. Exploit evades AV and drops a Utilizing
malware payload onto the target. OS Function
. Malware evades AV, runs in
memory.
Normal Application
Execution = Activate key logger
= Steal critical data
= More...

Gaps Are
Vulnerabilities



Exploit Prevention Case Study
Unknown Exploits Utilize Known Techniques

Memory W .
IE Zero Day - DEP ROP/Utilizing ROP Mitigation/
CVE-2013-3893 4 Heap Spray SI;:":; I;I?:Ek Circumvention UASLE OS Function DLL Security

Memory Limit

Heap Spray .
Adobe Reader N Check and o DEP . UASLR o ;J:uhznr:g S DLl._t
CVE-2013-3346 Shellcode ircumvention unction ecurity
Preallocation
Adobe Flash '
, ROP . Utilizing DLL
CVE-2015- » e B JiT Spray Jol b ]
) Mitigation OS Function Securit
3010/0311 < y

Prevention of One Technique in the Chain will Block the Entire Attack




Multi-Method Prevention

& o P o ©

. Static
Admin Execution

Trusted Cloud Analysis via

: Inspection & :
Publisher : Machine
AVEWRIS Learning

Override

Policies Restrictions

Static Analysis Prevents Malware Variants that
Have Never Been Seen Before
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The Most Comprehensive Approach to Endpoint Protection

:é E:- 20+ Exploit
A“)\ f% Exploit Prevention

X WII Modules

¢ ﬁaﬁ

Local Hash Cloud Execution Malware
Management Integration Restrictions Prevention Modules

Executable




Endpoint Kill-Points Through the Attack Life Cycle

Download and Execute

Exploitation

Exploitation Exploitation Exploitation Execution Execution Execution Local Verdict Cloud Verdict Cloud Thread Iniection
Technique 1 Technique 2 Technique 3 Restriction 1 Restriction 2 Restriction 3 Check Check Inspection )

On Demand Injection Attempts

Cloud Known

Admin Pre-Set

Utilization of Unsigned Restricted
OS functions JIT Heap Spray Executable Location Verdicts Verdict Inspection Blockage

Malicious

Advanced Intelligence

Execution and
Control Emulation

Memory Corruption
Behavior

Protection

Logic Flaws

f% . . \y/ _
Exploit Protection * Malware Protection




Expect the unexpected

Niccolo Machiavelli

ey There is nothing as likely to succeed as what the
THE ART OF WAR enemy believes you cannot attempt.

Niccolo Machiavelli- The Art of War
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Questions ?







